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1 Introduction

This document, describes shortly how to use Process Engine Automation to start a workflow and fill
forms on the started workflow using the Windows Task Scheduler, and how one programmatically
can use the ProcessEngineAutomation.dll to start, resume and fill forms on a Process Engine.



Resultmaker Technical Documentation

2 Installation

The Process Engine Automation is installed on the Process Engine Server as a part of the Process
Engine installation, and has the following default location: “C:\Program
Files\Resultmaker\ProcessEngineAutomation”.

When needed the Process Engine Automation can be installed on any .Net PC/Server by running the

installation file: “ResultmakerProcessEngineStarter.msi”.

When used programmatically you can just reference the ProcessEngineAutomation.dll.

This documentation covers version Process Engine Automation 1.1.0 or later.
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3 Installation content

The following files are installed as part of the Process Engine Automation installation:

3.1 ProcessEngineAutomation.dll

This DLL can be used to programmatically access the Process Engine.

3.2 ResultmakerProcessStarter.exe

An executable used to start a workflow in the Process Engine.
This executable has the following arguments:
ResultmakerProcessEngineStarter.exe /W: [/F:] [/S:] [/U:] [/T:] [/D:]

-REQUIRED-

/Workflow:<name> or /WorkflowName:<name>
The name of the project to be started. Short form is '/w'.

- OPTIONAL -

/FormFilling:<string> or /FormFillingCollection:<string>

The FormFillingCollection is used to fill forms on a workflow. The string must contain a collection
of activity references as well as form element names and values to be filled. The format is like this:

/FormpFillingCollection:"ActivityReference=Transaction\WorkflowGroup\FormActivity | TextField0O=Va
lue 1| TextField1=Value

2&ActivityReference=Transaction\WorkflowGroup\FormActivity2 | TextFieldO=Value

3| TextField1=Value 4]|"

The FormFillingCollection contains a collection of one or more strings separated by the &-character.
Thise strings contain an ActivityReference element with the format:
Transaction\WorkflowGroup\FormActivity and a section with name of the form question elements
and the values to be filled out, the format is like this: | TextFieldO=Value 1| TextField1=Value 2. Short
formis '/f'.

/Security:<token> or /SecurityToken:<token>

The SecurityToken is used to login to the Process Engine. If not applied the default value is the
windows user credentials, which are delegated to the Process Engine. Short form is '/s'.

/Uri:<uri>
An uri to the Process Engine process.aspx page. A default value is stored in a config file App.config
and do not have to be applied. Short formis '/u'.

/Temp:<folderName> or /TempFolder:<folderName>
Folder name of folder in the users temp folder, used to dump input and output files if activated.
Default temp folder is stored in the App.config file and do not have to be applied.
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An example of the temp folder and file name is like this:

"C:\Users\UserName\\AppData\Local\Temp\[folderName]\[WorkflowName]_d9f33c76-bb6b-4ec3-
al61-8f2e363be34d.xml".

Short form is '/t'.

/DumplnputOutput:<boolean> or /Dump:<boolean>

Activates or deactivates the dumping of input and output file in temp store. Default value is
located in App.config and do not have to be applied. Short formis '/d'.
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3.3 ReadThis.txt

This file contains a description of the required/allowed arguments for the executable
“ResultmakerProcessEngineStarter.exe”, similar to the one given in section 3.2.

3.4 Resultmaker.ico

The resultmaker icon.

3.5 ResultmakerProcessStarter.exe.config

Configuration file, which makes it possible to setup default values for most of the parameters
already described. The following is an example showing all the setting parameters.

<setting name="ProcessEngineServer" serializeAs="String">
<value>127.0.0.1</value>

</setting>

<setting name="ProcessEngineServerTransport" serializeAs="String">
<value>http</value>

</setting>

<setting name="ProcessEngineServerPort" serializeAs="String">
<value>80</value>

</setting>

<setting name="ProcessEngineServerResource" serializeAs="String">
<value>/0C/5.2/process.aspx</value>

</setting>

<setting name="DefaultSecurityToken" serializeAs="String">
<value>WinDelegation:OUTOFBANDPAYLOAD==</value>

</setting>

<setting name="DumpInputOutput" serializeAs="String">
<value>False</value>

</setting>

<setting name="TempDumpFolder" serializeAs="String">

<value>Resultmaker/ProcessEngineAutomation</value>
</setting>

Notice, the special value of the DefaultSecurityToken = “WinDelagation:OUTOFBANDPAYLOAD==",
which is used to indicate that as default we use Windows Credential Delegation to delegate ones
windows credentials on executing command to the Process Engine.

3.6 ProcessEngineBatch.bat

Small batch file example, could be used if one prefer to execute the ResultmakerProcessStarter.exe
including arguments from a batch file.
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4 How-to schedule Process Engine tasks

One can use the Windows Task Scheduler to schedule Process Engine tasks, in the following two
different versions of the Windows Task Scheduler are explained.

4.1 Using the Task Scheduler on Windows 98, NT, 2000, XP, and
Server 2003.

To use the scheduling service on Windows 98, NT, 2000, click on the My Computer icon located on
the Desktop. Then double-click on Control Panel to get to the Scheduled Tasks folder.

On Windows XP and Server 2003 you can access this from the Start Menu and clicking on Settings
and then Control Panel to Scheduled Tasks.

Double-click Add Scheduled Task. Follow the instructions in the Add Scheduled Task wizard.

4.1.1 Add a task and select the ResultmakerProcessStarter.exe program
Click Add Scheduled Task.

Scheduled Task Wizard

This wizard helps you schedule a task for Windows
to perform.

You select the program you want Windows to run,
and then schedule it for a convenient time.

Click Nest to continue.

Cancel |

Click Next
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Scheduled Task Wizard

LClick the program you want Windows to run.
To see more programs, click Browse.

Application | Version -
@ &ccessibility Wizard | 5.2.3790.395... —
‘.0 dddress Book 6.00.3790.33...
B Backup 5.2.3790.395...
Broker Monitor
[T1BrokerTester
BrokerT ools

R Coloul=tar E 2 2700 N far ll

Browse... I

Hent > | Cancel |

| < Back I

Click Browse

Select Program to Schedule

o2 E,

Laok in: I [ ProcessEnginedutomation

©

:’bj ProcessEngineAutomation.dll
ProcessEngineBatch.bat

My Recent
Documents

(4

Desktop

4

My Documents

=

My Computer

ReadThis.txt
& Resultmaker.ico

-
by Network
Places

File name:

Files of type:

vifResultmakerProce arter.exe
x_} ResultmakerProcessStarter.exe.config

IHesuItmakerProcessS tarter.exe

I Programs

Lef Lol

Open

[ Oeen |
Cancel /L

Select

c:\Program Files\Resultmaker\ProcessEngineAutomation\ResultmakerProcessStarter.exe

Click Open
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Scheduled Task Wizard [ X|

Type a name for this task. The task name can be
the same name as the program name.

Perform this task:
" Daily

(* Weekly

" Monthly

¢~ One time only

" When| log on

lTransfer money task|

" When my computer starts

< Back I Nest > I

Cancel

Type in name that describes the task, and choose how often the task has to be done.

In this example we choose weekly, click Next.

5cheduled Task Wizard [ X |

Start time:

Every |1 Eﬁ

[~ Monday
[~ Tuesday
I~ Wednesday

Select the time and day you want this task to start.

[ 47 e

Select the day(s] of the week below:

< Back I Next > I

Cancel

Select additional timing options, here the options for a weekly task is shown, click Next.
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Scheduled Task Wizard [ X

Enter the name and password of a user. The task wil
run as if it were started by that user.

Enter the user hame: |ACF10POLIS\it

Enter the password: ~ [eessees

Confirm password: lonuool

If a password is not entered, scheduled tasks might
not run.

< Back I Mext > I Cancel

The execution of the task in the task scheduler needs to be executed as a windows user, add here
the user name and password.

Use a system/machine user with a never expiring password; else the task will stop working, when
the password expires.

Scheduled Task Wizard

You have successfully scheduled the following task:
W Transfer money task

Windows will perform this task:
At 03:47 every Fri of every week, starting 08-03-2009

Open advanced propetties for this task when | click:
MR

Click Finish ta add this task to your Windows schedule.

< Back I Finish I Cancel I

Set the check mark “Open advanced properties to add arguments to the execution”. Click Finish.

Page 11 of 21



Resultmaker Technical Documentation

Transfer money task Kl E3

Task |Schedule| Settings | Security |

M C:AWINDOWSAT asks\Transfer money task.job

Bun: Iesu!tmakerF’rocessStarter.exe" A AUTOMATIONT 241
Browse... |

Start in: |"C:'\Program Files\Resultmaker\ProcessE nainefutomatio

LComments:

Run as: ACROPOLISH Set password...

[~ Run only if logged on
v Enabled [scheduled task runs at specified time]

| 0K I Cancel Apply

Add arguments to the program in the text field named “Run”.

Important: The command line options must be placed OUTSIDE of the "" that surround the path.
Uncheck the “Run only if logged on” else it won’t run if the user is not logged on.

Click Apply and Click OK (you probably have to type in password again if you changed anything).

Tip: Alternatively you can point to a Batch File that contains the specific command line instructions
to start the software. Also, with batch files you can conveniently execute several commands in a
sequence.

4.2 Using the Task Scheduler on Windows Vista, Server 2008, and 7.

In this example all the possible options are not shown, only a simple example.

Start The Task Scheduler (For instance type “Task Scheduler” in the start search at the start menu).
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File Action View Help

= EEE

@ Task Scheduler (Local) Task Scheduler Summary (Last refreshed: 08-09-2009 10:13:23) Actions
1+ L Task Scheduler Library " | Task Scheduter (Locah R

‘ Overview of Task Scheduler

3

Connect to Ancther Computer...
] Create Basic Task..

I-"j;‘.‘.‘ You can use Task Scheduler to create and manage common tasks that your computer

W ;wclt\lzirr;::: autematically at the times you specify. To begin, click a command in the ) o CrosteTask.,
: . . Import Task...

Tasks are stored in folders in the Task Scheduler Library. To view or perform an X X

operation on an individual task, select the task in the Task Scheduler Library and click [ Display All Running Tasks

an = rarmmand in the detinn mann

the fm AT Service Account Configurati...
Task Status | View R
Status of tasks that have started in the following time period: Last 24 hours - |G| Refresh
Help

Summary: 55 total - 0 running, 55 succeeded, 0 stopped, 0 failed

m

Task Name Run Result  Run Start Run End

] »

Consolidator (last run succeede...
CrawlStartPages (last run succe...
GoogleUpdateTaskUser5-1-5-2...
GoogleUpdateTaskUsers-1-5-2...
SR (last run succeeded at 08-09..,

[ I, S U )

(]

Active Tasks -

Active tasks are tasks that are currently enabled and have not expired.

Summary: 20 total

Task Name Next Run Time Triggers |4

Consclidater 08-09-2009 13:00:00 At 00:00 on 02-01-2004 -... e

Last refreshed at 08-09-2009 10:13:23

Click Create Task in the Actions pane.

General |T:i.gg.ers | Actions | Conditions | Setti.ngs|

MName: Daily web page updating delivery
Author: ACROPOLIS\jt

Description: This is and example, in the descriptien field you should well describe the task.

Security options

When running the task, use the following user account:

ACROPOLISjt

Change User or Group...

) Run only when user is logged on

@ Run whether user is logged on or not

[T] Do not store password. The task will only have access to local computer resources,

[T] Run with highest privileges

Hidden Configure for: | Windows Vista™ or Windows Server™ 2008

The recommended settings are shown, Use a system/machine user with a never expiring password;
else the task will stop working, when the password expires.

Select the tab Triggers, and click New
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H )
=)

Begin the task:

[Dn a schedule

2]

Settings

@ Onetime Start 08-09-2008 [~ 104509
@ Daily
0 Weekly

) Monthly

Advanced settings

& Delay task for up to (random delay):
[] Repeat task every: 1 hour

Stop all running tasks at end of repetition duration
[ Stop task if it runs longer than: 3 days

[ Expire: 08-09-2010 10:26:10

Enabled

you have setup the trigger, click “OK”.

General | Triggers |Actions | Conditions | Setti.ngs|

[ Synchronize across time zones

for a duration of: |1 day

Synchronize across time zones

ok || Cancel

There are many option in the dropdown “Begin the task”; here we only show “on a schedule”. After

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details

One time At 10:26 on 08-09-2009

Status
Enabled

Select the tab Actions, and click New.
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You must specify what action this task will perform.

Action: ’ Start a program

Settings

Program/script:

recessEnginefutemation\ResultmakerProcessStarter, exe”

Add arguments (optional): M AUTOMATIONL /51

Start in (optional):

Select Start a program, and add the Program “C:\Program
Files\Resultmaker\ProcessEngineAutomation\ResultmakerProcessStarter.exe”, and add at least the
/workflow: argument to start a workflow.

Click OK.

The tabs conditions and settings contains additional options which we do not need to change is this
example.

Click “OK” and type in the user password.
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5 How-to Programmatically Automate The Process
Engine

The assembly ProcessEngineAutomation.dll can be used to start, resume and fill forms in the
Process Engine.

This assembly contains two public classes and three custom exception classes, the main class is
named ProcessEngineFacade and represents the available Process Engine functionalities, and the
other is named ProcessEngineForm and represents a Form in the Process Engine. Se the class
diagram shown below:

rPTOCGﬁE“gi"eFacade A) ICloneable
ferlildE T ISerializable
ra T
B Fields ProcessEngineForm A
@ Sealed Class
a _commandHandler b Dictionary<string, strirg>
LA _securityToken
= properties E Properties
& DumplnputQutput K MoveMext
& ProcessEnginelri # PageNo
K SecurityToken E Methods
K& TempFolder @ Clone
K TrustAllCertificates @, ICloneakleClone
= Methods @, ISerializable,GetObjectData
@ Acceptlnvitation @  ProcessEngineForm (+ 3 overloads)
@ AutoCloseActivity @, TelnterviewAnswers
@ AutoCloseAll \ s
@  CreateProcessEngineForm
@ DeleteWorkflow
& FillForm [+ 1 overload)
@ GetActivityld [+ 1 overload)
& GetForm [+ 1 overload)
@ ProcessEngineFacade (+ 1 overload)
@ ResumeWorkflow
@ StartWorkflow
L. >
| ProcessEngineException v | CommunicationException v ) | ResponseParseException v
Class Class Class
-+ Exception —+ Exception -+ Exception

In the following, an example is given of how to start, resume and fill a form by using these classes.

5.1 How to start a workflow

The following code example shows how a workflow can be started:

var facade = new ProcessEngineFacade (new
Uri ("http://octest02/0C4/process.aspx"));

int workflowId = facade.StartWorkflow ("WorkflowExample") ;

The first code line creates a new ProcessEngineFacade, this constructor demands at least one
parameter an URI containing an URL to the Process Engine process.aspx page.
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In this example, we are using windows credential delegation to delegate our windows credentials to
the Process Engine, if we need to use another login strategy one has to use the overloaded
constructor including a parameter called security token.

For debugging purposes there are also two properties where one can enable the InputOutputDump
and setup the temp folder wherein all input and output commands to the Process Engine can be
dumped as XML.

In the second line the workflow with the name “WorkflowExample” is started.

The “StartWorkflow” method returns an integer which is the id of the just started workflow
instance; this id is used as a handle to the just started instance of the workflow.

5.2 How to resume a workflow

In this example we expect that an instance of a workflow is already started somehow, and that we
somehow have got the workflow id:

var facade = new ProcessEngineFacade (new
Uri("http://octest02/0C4/process.aspx"), "1")

{

DumpInputOutput = true,

TempFolder = @"Resultmaker\ProcessEngineAutomation"
bi
facade.ResumeWorkflow (workflowId) ;

First we have to create a ProcessEngineFacade to be able to communicate with the Process Engine,
in this example we have added a second parameter a security token “1”, which is the “demo” user
on the present Process Engine 5.2 system (the security system will be changed in the new 6.0
release, and it will therefore not necessarily be possible just to specify the UMSId in later versions of
the Process Engine).

Moreover, we have enabled dump of commands, which dumps the commands send as XML to the
specified folder in the user’s temp folder.

Next, we call the “ResumeWorkflow” method with the workflow Id as the first parameter, and if no
exceptions are thrown the resuming of the workflow went okay without error.

5.3 How to fill a form in an instance of a workflow.

In the following example we start a workflow and fill the first page of a specified activity. Moreover,
we use delegation of windows credentials, which is used if no security token is specified.

var facade = new ProcessEngineFacade (new
Uri ("http://octest02/0C4/process.aspx"));

int workflowId = facade.StartWorkflow ("WorkflowExample") ;
var form = new ProcessEngineForm();

form.Add ("LastName", "Ackerman");

form.Add ("FirstName", "Peter");

var activityId = new[] { "Transaction", "WorkflowGroup",
"FormActivity" };

facade.FillForm(workflowId, activityId, form);
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Below this WorkflowExample is shown in the Process designer.

The strings for the “activityld” string array are taken from the “Internal ID” properties of the
Transaction, Group and activity level in the Workflow Designer. In the figure below the properties
for the transaction level are shown.

-

= Properties @ i NewWaorkflow * =N ERES

" Rolel &

B 4 |
E BasicData -
Dezcripticn

Internal D Transaction ‘ g ) 1.1.1 New Form Activity

1'Mew Transaction

1.1 New Group

,T‘L

Text New Transaction
El Extensibility
Custom Data
Scriptz
E Formdata
AuteGenerateDioXml True
GenerateSingleSchema False
OicXml ExportMame OC_Q_400002_Xsht
= Misc
Formld 400002
MNamespace tmp
MNameSpaceUrni http://rep oio dk vk dkAmp/sc
Predecessors
PurposeRule
El Receipt Email
ReceiptMailBody The data submitted is attac
RereintMailFarmat Text i
Internal ID
The internal 1D of the \Workflow ltem.

m

First a new Process Engine fagade is created, and a new workflow instance of the workflow with the
name “WorkflowExample” is created. An workflow id is received as a return value.

Thereafter a ProcessEngineForm is created, the default constructor is the first page form where the
pageNo = 0 and MoveNext = 1, if one uses more than one form page per activity one must use the
overloaded constructor to specify the pageNo and MoveNext parameters of the form.

We then add two fields to the form (field names are “LastName” and “FirstName”). These are taken
from the form element’s “Internal ID” properties.

A string array named Activityld is created and instantiated as an array of strings containing names
identifying the activity to fill out.

Below the form used in this example is shown in the Process Designer:
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E3 Autol - octest02 * [== | |" 2 Layout @
=03 Automation o i TestAutomation'First Page |
First Page i
5] Test f Filing Form Test af Filling Form S
5] First name = First name
i ab] Last name : X
..... @] Field 3 CFirstMame o
...[ab] Field 4 Last name
.LastName
Field 3
= TeatFieldd
B Field 4 )
4" Properties [== | o =
2= 4l |
E Basic Daia -
Diescription
Internal 10 First Name
Show lcons True
Text First name
Type Text |
B Display Format 3
Ma. of Decimal Flaces -1
Show Thousand Separator  False
E Events
COnChange

Last the FillForm method is called, with no security token specified, hence delegation of windows

user credentials is used.

If no exception is raised the filling of the form went fine.

5.4 How to get a form from an instance of a workflow
In this example we expect that an instance of a workflow is already started somehow, and that we
have got the workflow id:

var activityId = new[] { "Transaction", "WorkflowGroup",
"FormActivity" };

var form = facade.GetForm(workflowId, activityIdentification);

A string array named Activityld is created and instantiated as an array of strings containing names
identifying the activity to get the first form of the specified activity.

Thereafter we call GetForm and a form with the present values of this instances form is returned.

The returned form object can be enumerated, and the form field names and the values in the fields
can be retrieved.

foreach (var keyvalue in form)

{
string formFieldName = keyvalue.Key;
string formFieldValue = keyvalue.Value;

5.5 How to signal an activity to autoclose

A workflow can be signaled to autoclose an activity. Autoclosing means that the activity
completes as if the form attached to it (if any) were filled out with the values already available
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from prefilling with workflow and user variable mappings. An activity cannot autoclose unless
the "AttemptAutoClose” property on the activity is set to true, or if any of the questions set to
“required” on the form cannot be prefilled.

-

B2 Meworkflow * [= [ = ][ || 4" Properties @

‘ Roel | &b ‘ M
2|
E Basic Data -
Drescription
Internal 1D FormActivity
Text Mew Form Activity
E Extensibility
Custorn D1ata
Scripts
E Form data
AutoGenerateFomimlSchema True
FarrnmlE sporth ame DefaultQuestionnaire_Schema
Generate Receipt True
FieceiptE xportM ame Defaultfuestionnaire_XsltReceipt

E Misc
True [=]
False

1 Mew Tranzaction
1.1 New Group
QJ 1.7.1 Mew Formn Sctivity

,I_”_I\I,“‘

m

Form 1D
Predecessors
PurpozeRule

AttemptAutoClose

Add Tranzaction

In this example we suppose that a workflow has already been started, that we have the
workflow id, and that we have a ProcessEngineFacade object properly initialized to operate on
the process engine that the workflow resides on:

int activitylId = facade.GetActivityId(workflowId, "Transaction",
"WorkflowGroup", "FormActivity");

bool didAutoClose = facade.AutoCloseActivity(workflowId, activityId);

As in the previous example we get the activityld by navigating through the activities comprising the
path to the desired activity by their InternallD property.

We then call the facade’s AutoCloseActvity metod with the workflow id and the activity id as
parameters.

The method returns a bool which indicates whether or not the activity was in the closed state after
the operation. Note that this is the case even if the operation had no effect because the activity was
already closed.

Attempting to autoclose an activity to which the security token does not provide write access
results in an error.

5.6 How to signal a workflow to autoclose all eligible activities

A workflow can be signaled to close all activities eligible for autoclosing. An activity is eligible
for autoclosing if it's “AttemptAutoClose” property is set to true and if it is possible to prefill all
required questions on the attached form of the activity (if any). In addition, the executing
identity as conveyed by the security token passed to the process engine must have write
access to an activity in order for it to be eligible.

In this example we assume that a workflow has already been started, that we have the
workflow id, and that we have a ProcessEngineFacade object properly initialized to operate on
the process engine that the workflow resides on:

var activityIds = facade.AutoCloseAll(workflowId);
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We call the facade’s “AutoCloseAll” method, supplying the workflow id. The method returns an
I[Enumerable<int> with the activity ids of any activities that were closed as a result of the
autoclose attempt. Only the ids of those activities that were not in the closed state before the
command but are in that state after its execution are returned.

5.7 How to delete a workflow

In the following example we delete a workflow based on the worklowld.

var facade = new ProcessEngineFacade (new
Uri("http://octest02/0C4/process.aspx"));

facade.DeleteWorkflow (6100) ;

5.8 How to access a Process Engine server using HTTPS

When accessing a Process Engine server on an encrypted URL like
httpS://myserver.mycompany.com/..., (notice the S) and the issued certificate matches the

accessed website address, it will work as normal as if accessed by HTTP.

If accessing a server on HTTPS and the issued certificate does not match the accessed website
address, the following error will be thrown: “Connection to Process Engine failed. If
using the HTTPS protocol and the endpoint has an SSL certificate that is not
trusted, this error can occur. Consider setting the property
TrustAllCertificates.”

This is because the System.Net.WebRequest does not support accessing httpS resources that are
not valid.

So if you access a server with servername "MyServer" and a server certificate is installed, but it is
issued to "MyServer.MyCompany.com" the web request is not permitted.

You should ensure that a valid server certificate is installed, that matches the accessed web site.

You can for development purposes set the property TrustAllCertificates to true, which instructs the
WebRequest to allow usafe calls.

Sample code:

var facade = new ProcessEngineFacade (new
Uri ("https://myserver.mycompany.com/0OC4/process.aspx")) ;

facade.TrustAllCertificates = true;

int workflowId = facade.StartWorkflow ("WorkflowExample") ;

Do not use the TrustAllCertificates setting in Production.
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